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MD5: 0xD96C28619A2BBA73C8B439039E1B5419
K/PN: 2,232,320 bytes

HOSTS U 524

127.0.0.1 jL.chura.pl

#.0.0.1 www.powernuml123.com
127.0.0.1 www.powernuml23.com.cn
127.0.0.1 powernum123.com
127.0.0.1 powernuml123.com.cn
127.0.0.1 www.chebl.com
127.0.0.1 www.chebl.cn
127.0.0.1 www.chebl.com.cn
127.0.0.1 chebl.com

127.0.0.1 chebl.com.cn
127.0.0.1 chebl.cn

127.0.0.1 www.chebuluo.com.cn
127.0.0.1 www.chebuluo.com
127.0.0.1 www.chebuluo.cn
127.0.0.1 chebuluo.com.cn
127.0.0.1 chebuluo.com
127.0.0.1 chebuluo.cn

127.0.0.1 www.17sp.com
127.0.0.1 www.17sp.com.cn
127.0.0.1 17sp.com

127.0.0.1 17sp.com.cn
127.0.0.1 www.feikong.com
127.0.0.1 www.feikong.com.cn
127.0.0.1 www.feikong.cn
127.0.0.1 feikong.com

127.0.0.1 feikong.com.cn
127.0.0.1 feikong.cn

127.0.0.1 www.hacong.com
127.0.0.1 hacong.com

127.0.0.1 www.xbxbxbxb.com
127.0.0.1 www.sobt.com
127.0.0.1 www.sobt.com.cn
127.0.0.1 www.sobt.cn
127.0.0.1 www.sobt.net
127.0.0.1 sobt.com

127.0.0.1 sobt.com.cn

127.0.0.1 sobt.cn

127.0.0.1 sobt.net
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c:\contacts.html

c:\Inetpub\wwwroot\index.html

*share*\msinfo32.exe

*share*\sapisvr.exe

*share*\Blank.htm

*share®\Citrus Punch.htm

*share*\Clear Day.htm

*share*\Fiesta.htm

*share*\Glacier.htm

*share™\Ivy.htm

*share*\Leaves.htm

*share*\Maize.htm

*share*\Nature.htm

*share*\Network Blitz.htm

*share*\Pie Charts.htm

*share*\Sunflower.htm

*share*\Sweets.htm

*share*\Technical.htm

*SHARE*\msinfo32.exe

*SHARE*\sapisvr.exe

?:\Progra~1\Common Files\System\ado\MDACReadme.htm
?7:\Progra~1\Internet Explorer\Connection Wizard\icwconnl.exe
?7:\Progra~1\Internet Explorer\Connection Wizard\icwconn2.exe
?7:\Progra~I\Internet Explorer\Connection Wizard\icwrmind.exe
?7:\Progra~1\Internet Explorer\Connection Wizard\icwtutor.exe
?:\Progra~1\Internet Explorer\Connection Wizard\inetwiz.exe
?:\Progra~1\Internet Explorer\Connection Wizard\isignup.exe
?:\Progra~1\Internet Explorer\iedw.exe

?:\Progra~1\Internet Explorer\[EXPLORE.EXE
?7:\Progra~1\MSN\MSNIA\msniasvc.exe
?:\Progra~1\MSN\MSNIA \prestp.exe
?7:\Progra~1\MSN\MsnlInstaller\msninst.exe
?:\Progra~1\NetMeeting\cb32.exe
?:\Progra~1\NetMeeting\conf.exe
?:\Progra~1\NetMeeting\wb32.exe

?:\Progra~1\Outlook Express\msimn.exe

?:\Progra~1\Outlook Express\oemig50.exe
?7:\Progra~1\Outlook Express\setup50.exe
?:\Progra~1\Outlook Express\wab.exe

?:\Progra~1\Outlook Express\wabmig.exe

?7:\Progra~1\Web Publish\WPWIZ.EXE

?:\Progra~1\Windows Media Player\migrate.exe

Progra~1=Program Files)



?:\Progra~1\Windows Media Player\mplayer2.exe
?:\Progra~1\Windows Media Player\setup_wm.exe
?:\Progra~1\Windows Media Player\wmplayer.exe
?:\Progra~1\Windows NT\Accessories\wordpad.exe
?7:\Progra~1\Windows NT\dialer.exe

?7:\Progra~1\Windows NT\hypertrm.exe

?7:\Progra~1\Windows NT\Pinbal \PINBALL.EXE

?:\windows\hh.exe

?:\windows\inf\unregmp?2.exe
?:\windows\Installer\{350C97B0-3D7C-4EE8-BAA9-00BCB3D54227}\places.exe
?:\windows\Microsoft. NET\Framework\NETFXSBS10.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\aspnet_compiler.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\aspnet_regbrowsers.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\aspnet_regsql.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\CasPol.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\dfsvc.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\IEExec.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\InstallUtil.exe
?7:\windows\Microsoft. NET\Framework\v2.0.50727\jsc.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\MSBuild.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe
?:\windows\Microsoft. NET\Framework\v2.0.50727\RegSvcs.exe
?7:\windows\msagent\agentsvr.exe

?:\windows\mui\muisetup.exe

?7:\windows\NOTEPAD.EXE
?7:\windows\pchealth\helpctr\binaries\HelpCtr.exe
?7:\windows\pchealth\helpctr\binaries\HelpHost.exe
?7\windows\pchealth\helpctr\binaries\HelpSvc.exe
?7\windows\pchealth\helpctr\binaries\HscUpd.exe
?7:\windows\pchealth\helpctr\binaries\msconfig.exe
?:\windows\pchealth\helpctr\binaries\notiflag.exe
?7\windows\pchealth\UploadLB\Binaries\UploadM.exe
?:\windows\pchealth\helpctr\System\blurbs\about support.htm
?7:\windows\pchealth\helpctr\System\blurbs\Favorites.htm
?:\windows\pchealth\helpctr\System\blurbs\ftshelp.htm
?:\windows\pchealth\helpctr\System\blurbs\History.htm
?7\windows\pchealth\helpctr\System\blurbs\Index.htm
?7\windows\pchealth\helpctr\System\blurbs\isupport.htm
?7:\windows\pchealth\helpctr\System\blurbs\keywordhelp.htm
?:\windows\pchealth\helpctr\System\blurbs\options.htm
?7\windows\pchealth\helpctr\System\blurbs\searchblurb.htm
?7\windows\pchealth\helpctr\System\blurbs\searchtips.htm
?7:\windows\pchealth\helpctr\System\blurbs\tools.htm
?:\windows\pchealth\helpctr\System\blurbs\windows_newsgroups.htm



?7:\windows\pchealth\helpctr\System\CompatCtr\AboutCompat.htm
?7:\windows\pchealth\helpctr\System\CompatCtr\CompatMode.htm
?7:\windows\pchealth\helpctr\System\CompatCtr\CompatOffline.htm
?7:\windows\pchealth\helpctr\System\CompatCtr\LearnCompat.htm
?:\windows\pchealth\helpctr\System\DVDUpgrd\dvdupgrd.htm
?7\windows\pchealth\helpctr\System\ErrMsg\ErrorMessagesOffline.htm
?7\windows\pchealth\helpctr\System\errors\badurl.htm
?7\windows\pchealth\helpctr\System\errors\connection.htm
?7\windows\pchealth\helpctr\System\errors\indexfirstlevel.htm
?7:\windows\pchealth\helpctr\System\errors\notfound.htm
?7:\windows\pchealth\helpctr\System\errors\offline.htm
?7:\windows\pchealth\helpctr\System\errors\redirect.htm
?7\windows\pchealth\helpctr\System\errors\unreachable.htm
?7\windows\regedit.exe

?7\windows\system32\accwiz.exe
?7:\windows\system32\actmovie.exe

?7\windows\system32\ahui.exe

?:\windows\system32\arp.exe

?:\windows\system32\asr_fmt.exe
?:\windows\system32\asr_ldm.exe
?:\windows\system32\asr_pfu.exe

?7:\windows\system32\at.exe

?7\windows\system32\atmadm.exe

?7\windows\system32\attrib.exe

?7:\windows\system32\auditusr.exe
?7\windows\system32\blastcln.exe
?:\windows\system32\bootcfg.exe
?7\windows\system32\bootok.exe
?7:\windows\system32\bootvrfy.exe

?7:\windows\system32\cacls.exe

?7:\windows\system32\calc.exe

?:\windows\system32\charmap.exe
?7\windows\system32\chkdsk.exe
?7\windows\system32\chkntfs.exe
?7\windows\system32\cidaemon.exe
?7:\windows\system32\cipher.exe

?7:\windows\system32\cisvc.exe

?7\windows\system32\ckcnv.exe
?:\windows\system32\cleanmgr.exe
?:\windows\system32\clean_all.exe
?:\windows\system32\cliconfg.exe
?:\windows\system32\clipbrd.exe

?:\windows\system32\clipsrv.exe

?7\windows\system32\cmd.exe



?7\windows\system32\cmdI32.exe

7 \windows\system32\cmmon32.exe
?:\windows\system32\cmstp.exe
?:\windows\system32\Com\comrepl.exe
?:\windows\system32\Com\comrereg.exe
?:\windows\system32\comp.exe
?:\windows\system32\compact.exe
?7\windows\system32\conime.exe
?7\windows\system32\control.exe
?7:\windows\system32\convert.exe
?:\windows\system32\cscript.exe

7 \windows\system32\ctfmon.exe
?:\windows\system32\dcomcnfg.exe
?7\windows\system32\ddeshare.exe
?:\windows\system32\defrag.exe
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c:\System Volume Information\.
c:\System Volume Information\..
CA\WINDOWS\Backup

(LIS
HKUSERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
--Cookies . Cache. History

JRA B :

<reader s><?:\Documents and Settings\[USER NAME]\reader_s.exe>

JR 55 -

[AshEvtSvc / AshEvtSvc][Running/Auto Start]
<C:\WINDOWS\System32\AshEvtSvc.exe -k netsves><N/A> i 8 %484

5 BT IR S5 AL
[avast! Antivirus][<C:\WINDOWS\System32\avast! Antivirus.exe -k netsvcs><N/A>
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API HOOK:

ntdll.ZwCreateFile

ntdll.ZwOpenFile

ntdll.ZwCreateProcess

ntdll.ZwCreateProcessEx

ntdll.ZwQueryInformationProcess
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